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{ ministration’s most important priori-

v has hired hundreds of new enforcement

U.S., Despite Technology Cd.rbs,l
Sees No Big Cut in Flow to Soviet ' -

By JOEL BRINKLEY

Special to The New York Times

WASHINGTON Dec. 31 — Despite
three years of greatly increased atten..
tion, effort and expense, Reagan Ad-
ministration officials acknowledge that
they have not significantly reduced the
flow of Western technology to the
Soviet Union.

" In fact, enforcement officials say*

they have now concluded thgt the meth-

First of two articles on the control _
of strategic exports.

ods of smuggling high technology are |

8o varied, and the illegal business so
lucrative, that all the United States can

ever hope to do is slow the transfer of'
technology to the East.

Soon after President Reagan took of-
fice, senior officials decried ‘‘the mas-
sive hemorrhage’’ of high technology to
the Soviet Union and other Eastern
bloc nations. Mr. Reagan said that
stanching the flow was one of his Ad-

ties.
More Interceptions
Three years later, the Government

officers and has added tens of millions
of doliars to the enforcement agencies’
budgets each year. As a result, Federal
officers have seized hundreds of pieces
of equipment that would have been
shipped illegally to the Soviet Union,
iar more than were being intercepted
before.

But there is uncertainty over the im-
portance of those seizures. Consider-

able evidence suggests that, in the case
of many seizures announced in Govern- '

ment news releases, dozens of similar '

or identical pieces of equipmént were
successfully smuggled to the Eastern
bioc.

Senator Jake Garn, the Utah Repub-

lican who is chairman of the Banking,
Housing and Urban Affairs Committee,
which is responsible for export control
legisiation, said: “I've thought for
some time that the problem is far more
serious than the seizures the Adminis-
tation talks about. I hdve always won-

dered how much goes through that we
never hear about.” .’

A Bureaucratic War - -
Meanwtfile, the enhanced export con- |
trol program has caused a bitter; pro-
tracted and expensive bureaucratic
turf war. Several Federal agencies
competing for primacy in the export
control program seem intent on out-
spending and outmanning the others,
Congressional critics say.
And the disputes over jurisdiction
contributed to a legislative deadlock
that prevented Oonms rrom passing

|

‘anew Export Administration Act, éven | “We have significantly
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For those others, the
American program has antagonized
America’s allies, who must agree on
any effective export control program.
In August as an example, West Ger-
many’s Economics Minister, Martin

angemann, publicly warned that his
country ‘“‘will not tolerate’” further
American proposals to restrict ex-
ports of high technology.

Effect on Sales and Research

The program has also angered
 many members of the American busi-
ness and scientific communities, who
say extensive Federal restrictions
.have cost them sales and ham !
research. Even some Fe offi-
cials involved with the program

e that the Government's ap-
proach may be overzealous and could
stifle the development of new tech-
nology.

Last year, the results
of the Administration’s export control

program, President R said:
owed the

though the old une expired more than transfer of valuable free world tech-

eight months ago.

Now, exports are being eontrolled
without an export contro} act; Presi-
dent Reagan issued an executive or-
der last March, under different statu-

tory authority, to keep the regulations :

in place. Without an act in force, a
senior Congressional aide said, there
is so much uncertainty over the pro-
gram’s legality that ““I would be very
surprised if there is not a frontal at- |
tacrI; from an exporter during this -
w ” ;
At the same time, a Senate subcom-

- mittee concluded in a recent report !

that the United States is now trying to
restrict the export of so much equip- |
ment — nearly 300,000 items are on |
the export control list — that it is im- |
possible to effectively control all of it. - |

Inside Suitcases and Pouches

" Even if thé list were shortened,

much important technology is so.
small that it can be smuggled out of
i diploraatic pouches. Roger K. Us
and lomatic Roger R. Ur- |
, who directs the strategic in-
vstigaﬂom division of the United |
States Customs Service, said, “There
are real, practical problems with en- .
forcing controis on items that can be |

" carried in a handbag,”

While Govemmen; officials in 1

Was over what tech- -
-nology ought to be controlled, numer- :
ous world nations are emerging

as important sources of high tech.
nology, and Federal officials say
many of them are eagerly selling the
Russians much of the same equip- ,
ment the United States is trying to 'l
control.

&x% the information is sketchy.’’ sm.
con s used in the manufacture

nology to the Soviet Union.”

But other Administation officials |
directly involved with the program j
say they are not sure that is true.
John M. Walker Jr., an Assistant

y they
have concluded it is impossible to de- :
prive the Russians of American tech-
nology, although the United States is
making it more difficult for them to
get it. Mr. said, *“If the ulti.
mate objective is to stop the illegal
flow, we are never going to achieve °
that objective.” -

Wh&anchardN Perle theAssist

pi%lggy. Mr. Walker said: “It’s more
cult for them now. They have to |
commit crimes.”

But neither Mr. Perle, Mr. Walker
nor any other Federal official inter.
viewed said he was confident that the
export control program had actually
stopped oxi) signiﬁcantly lmpeded the

me

of inte- ;

grated circuits, the key component in
eomputer technology N ’
Still, many Federal officials agree ’
with Mr. Perle when he says, “We ||
have gone from intercepting practi-
cally to intercepting quite a
:otasadirectrw\ﬂtofmaldngﬂxeef- !
on ” |

TONTINUED
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" news releases,

. Accused of Other Shipments

As ‘an example, Federal officials

" cite the Vax computer case as the

most significant recent seizure. *It
was the biggest bust that was ever
made,” said Stephen D. Bryen, the
Deputy Assistan& Dgfense Sec:t'etg;y
who supervises the department’s ex- .
port control p . But Federal of- |
ficials acknowledge that the impor- |
tance of even that seizure is openi to
question. -

A year ago, West German authori- |

-ties seized a Digital Equipment Com- |

pany Vax 11-782 super minicomputer '
just minutes before it was to have
shipped to the Soviet Union.

In news conferences and numerous
Federal officials
pointed out that the computer had
numerous military applications. Cus-
toms- Commissioper William von
Raab said the Vax was so sophisti-
cated that the Russians should “cer-
tainly not” be allowed to obtain even
one of them. o

After the seizure, the Customs '
Service and its parent agency, the
Treasury Departmeat, put the com-
puter on public display. Defense Sec-
retary Caspar W. Weinberger and -
Treasury Secretary Donald T. Regan :
‘held a news conference at which Mr. |

Regan called the seizure “an espio- :

nage coup.” 1
But neither Mr. Weinberger, nor '

" Mr, Regan said that the Russians had

already acquired numerous Vax com-
puters. “Dozens of Vaxs are miss- |
ing,”” Mr. Perle acknowledged in a re-
cent interview, ‘“‘and we presume the
Soviets have them.” Another Penta-

g goon official put the number at close to

The Vax example is not an isolated

" case. In a report to Congress

pub-
lished early this year, Mr. Weinber-
ger cited the seizure last December of

a sophisticated seismograph and a

laser system that were being shipped

. illegally to the Soviet Union. The seis-

moyraph “is used extensively by the
U.S. Air Force in its nuclear detona-
tion detection network,” the report
said, and one Treasury official said
the case was important because “we
stopped a laser from getting
through.”

But Mr, Weinberger’s report failed
to note that the California company
charged in the case is also accused of
successfully exporting an additional
20 illegdl shipments of sophisticated
equipment to the Soviet Union, prob-
ably including - seismographs and
lasers. “That's right, we didn’t stop -
the other lasers,’ the Treasury offi-
cial said. S
Throughout the last four decades,
United States export policies have
passed through polar phases. During
the 1950’s, Soviet leaders chafed at
‘the extensive prohibitions. Nikita
Khrushchev, the Soviet leader, com-
plained that the United States would
not even sell buttons. ‘‘Buttons can
hold up a soldier’s trousers,” he

|
quipped. ‘

Then, in the détente years of the
late 1960’s and 1970’s, the United
States officially favored trade with
the Soviet Union. those years,
Federal officials say, the Russians le-

gally acquired a wide range of Amer-
ican technology. Included were so-
phisticated computers complete with

. service comtracts, industrial equip-
. ment and systems to manufacture in-

tegrated circuits.
The United States even helped the
Soviet Union build its huge Kama

. River truck manufacturing plant.

American nonagricultural exports
to the Soviet Union totaled $819 mil-
lion in 1976, compared with a pro-
jected total of about $500 million for
1884,

Change of Policy in 1979 _

The export policy began to change
in 1979, after the Russian intervention
in Afghanistan. Officials in Washing-
ton ruefully observed that trucks

_ from the Kama River plant had

transported Soviet to the front.

As the export control program was
revived under the Carter Administra-
tion and then strengthened signifi-
cantly under President Reagan,
American officials began to realize

that the job was not as simple as it

had been years earlier. Itspux?oseis
to deprive the Soviet Union of West-

ern technology that can be used to im-
prove its military capabilities. To-
day, however, thousands of items
built for civilian use can be militarily
useful, too. L

william Root, who until last year
was direcior of the State Depart-
ment’s Office of East-West Trade,

said that “microchips that can be .

used in Soviet weapons systems can
be found on the shelves of toy stores
around the world.”

As a result the United States tries to
control a wide range of equipment
that may not have immediate mili-
tary applications. In addition to most
computers, the control list includes
certain types of tape recorders, oscil-
loscopes and airborne navigational
equipment, as examples.

Among the items that can be sold to
the Soviet Union without prior ap-

proval are certain agricultural and

chemical-processing = equipment;

food processing supplies such as re-

frigerators and steam kettles; ma-
chine tools of low sophistication, such
as riveting and punching machines,
and rubber products, such as tires,
transmission belts and carpet under-
lay pads. : :
Equipment Quickly Reshipped

As the number of products subject
to controls has increased, so have the
means the Russians use to circum-
vent the export control process. The
most celebrated method has been to
ship a controlled item first to a seem-
ingly legitimate customer in a

friendly Western nation, a company
that usually turns out to be a smug-
gler’s front. From there, the equip-
ment is quickly reshipped to the East.
That is how the Vax computer seized
last year was smuggled, and the tech-
nique has added a large and tangled
new element to the export control pro-

gram.

Not only must United States au.
thorities monitor the shipment of
sensitive equipment to thé Soviet
Union and its satellites, they must
also be wary of shipments to
#rmmmzﬁhewoﬂ{l But that

y Wi new problems begin.

Enforcement officials say the Rus-
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sians often buy controlled items, such-

as portable computers, in retail
stores and then hide them in’ diplo-
mats’ suitcases. Smaller items, such
as integrated circuits and computer
software stored on floppy disks, are
slipped into’diplomatic pouches ex-
empt from customs inspections. Writ-
ten information is transmitted by
satellite. Sometimes the Russians
purchase controlled items in the
United States, then examine and use
them here.

Scieatific Journals Read
“The Russians also read hundreds of

" Western scientific journals and tech-

nical publications that include de-
tailed articles about Western tech-
nology. . .
‘‘Soviet agents can have a field day
over here,” said a senior Government
official involved with export controls.
For those reasons and others, Amer-
i;:’s allies are skeptical at best about
export control . of
them say it is senselmzfsr:;::I g

Union can so easily obtain by other
means. American officials .counter
that the Western nations ought to
make it as difficult and expensive for

the Soviet Union as they can, evenif -
in the end the Russians do get what -

they want.
To coordinate the allies’

Treaty Organization nations, along
with Japan, belong to an organization -
called the Coordinating Committee,
or Cocom. But Cocom ents do

not come easily; virtually all the

CONTINUED

try to con- -
.trol the sale of items that the Soviet

rtcon--
trols, most of the Nonhupxuanﬂc .
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other members say the United States

tries to control too much.

The Cocom members argued for

five years before agreeing on how to,

control microcomputers. By the time " |
agreement was reached, the comput- .

ers they had agreed to control were
approaching  obsolescence. .Even

whmtheCocommembemdoag:g'

some of them ignore the

agreem
and sell what they want anyway. “It’s ..
whether

real hit and miss Cocom re-
views the sale’”’ of most items, said

Mr.BryenottheDefenseDepm't-_‘

ment. ’
International Disputes

There continue to be numerous and .

at times bitter international

disputes
over proposals to sell equipment to °
nations |
usually favor the sales; the United .

the Russians. The E
States is almost always

opposed.
Those disputes ‘“do have a real cost
in other areas of cooperation with our.

allies,” said a senior Congressional

aide. *‘It has poisoned our negotiating -

position on other issues.’”

But even if all the Cocom members -
spoke with the same voice, much of.
the world’s sophisticated technology'
comes from countries that are not -
members of Cocom and generally do .

not adhere to Cocom
- cluding Brazil, South
pore and Hong Kong.

ents, in-

Singa- -

“There is now a profusion of tech-

nology from countries we don’t con-
trol,” Mr. Archey of the Commerce

- Department said. “If the Soviets can
get it-on the open market around the .

world, why the hell are we trying to
control {t?” - :

" . Meanwhile, the American export
control list continues to grow. Lionel ~

H. Olmer, an Under of
Commaﬁree. has called it “‘bloated be-
yond proportion.” A senior State
Department .official said, “We need
to sit down with a black c

‘A Thoughtless Complaint’

But at the Defense )
Mr. Perle called that “a thoughtless
complaint.’

mg‘e pﬁncigyal tx;:;commendation.of a
-1982 report Senate Investiga-
-tions Subcommittee was that “the

Government should control fewer
items — but control them more effec-
tively.”” The present system, the sub-
committee found, ““tries to control too
much” so “‘Government ends up con-
trolling tod little.” .

- controls where possible.HyUnder the

present system, it added, ‘“‘overly

-strict controls on American technolo-

gy"” will cause “U.S. technical pre-
eminence to decline.” )

—

Dr. Richard D. DeLauer, who re- .
signed as Under Secretary of Defense
for Research and Engineering in

November, told the Senate subcom- .
" mittee: “Tolocktechnologyawayfor <

the purposes of protecting i, I think,
is counterproductive. It w“ll'l slowly
disappear,* ) ,

He added: *“When you the safe
some years later, you find that it
is no longer there. It is dust.” .

tTomorrow: The debate on Wther
“technology leaks” are significant
and how to deal with them. & .
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